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Certificats sur un SG3XX

1. Créer Clé privée & Certificat pour le switch
2. Faire une clé public sur base de la clé privée

openssl rsa -in private.pem -RSAPublicKey out > public.pem

3. Sur le switch, activer le menu avancé

admin  swir2 Language [EitLd M| Display Mode: Logout SNA About

cisco SG350-28P 28-Port Gigabit PoE Managed Switch | |

4. Se rendre dans Security - SSL Server - SSL Server Authentication. Cliquer sur un certificat et
choisir Import Certificate

cisco SG350-28P 28-Port Gigabit POE Managed Switch
» Port Management
* Smartport

*» Spanning Tree A
— ety | Cancer |
» MAGC Address Tables
»  Multicast ‘ SSL Server Key Table
» PG

SSL Server Authentication Settings

SSL Active Certificate Number: @) 1
Q2

‘D Certificate ID Common Name = Organization Unit | Organization Name = Location  State Country Valid From Valid To Certificate Source

u" 4 2020-M i 2021-1 [ d
O 2 1010204 2020-May-06 2021-May-068  Auto Generated
.
| Edt. || Generate Certicate Request.. ||| Import Centiicate. | | Details..

TACACS+ Client

RADIUS Client

* RADIUS Server
Password Strength

* Mgmt Access Method
Management Access Auther

* Secure Sensitive Data Manz

* SSL Server

[ SSL Server Authentication]
5. Remplir le certificat, cocher Enable, remplir le public key, choisir le plaintext et coller la clé
privée

@ Import Certificate - Mozilla Firefox = [m] X

© & 10.10.20.4/c5c428a265/mts/ssl/ss|_serverauth_imp_jq.htm JD % =

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate ID @1
O 2
Certificate Source: Auto Generated
o Certiicate: [—BEGIN CERTIFICATE— ~

MIDJzCCAGBCEHOTPkudoVptowRE+INGRAQWDQYKoZIhveNAQEL BQAWUIEL MAKG
ATUEBRMCICAXCJAIBgNVBAgMAS AXCIAIBGNVBACMAS AXE zARBgNVBAMMCEwL JEw
LjiwLjQxCIAIBGNVBAOMASAXCIAIBNVBASMAS AwHRCNMiAWNTAZMDUyNZUxWheN
MIEWNTA2MDUyNZUxWIBSMQswCQYDVQQGEWIGIDEKMAGGATUECAWBIDEKMAGGATUE
BwwBIDETMBEGA1UEAwwKMTAUMTAUMJAUNDEKMAGGATUECgwBIDEKMAGATUECWWE v
DCCASIWRQYKoZIveNAQEBBQADGIEPADCCAQOCIEBAN+AIX005FIOUUIHamT

Import RSA Key-Pair [] Enable

GIN RSA PUBLIC KEY

Z9mmAwlDAQAB
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