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OPNSense & Let's Encrypt

Installer le package

1. Dans System - Firmware - Plugins, faire un Check for updates

root@gateway.ma Keitsim e felan _

2. Installer le plugin OS-ACME-CLIENT

O Lobby .
_ System: Firmware
| Reporting
|§ System
Access - There are no updates available on the selected mirror.
Configuration D
Firmware .
Updates Plugins Packages Changelog Settings
Updates
Name Version Size Comment
Plugins
os-acme-client (installed) 1.29 385KiB Let's Encrypt client o
Packages
o
Changelog
os-dyndns (installed) 1.19_1 151KiB Dynamic DNS Support i}
Settings
(i}
Reporter i . . . i
os-api-backup 10 2.04KiB Provide the functionality to download the (i}
Configuration

1. Dans Services = Let's Encrypt - Settings
1. Activer le service
2. Choisir Auto Renewal
3. Choisir Staging pour réaliser les essais (ou prendre Production si on est certain - attention
le nombre de requétes est limité)
4. Faire Apply
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ay.makeitsimple.lan
O Lobby
|#a Reporting N
= Settings Update Schedule
= System & ‘ pds
& Interfaces D advanced full help
mode
# Firewall
@ Enable %
Q@ VPN Plugin
. Enable Let's Encrypt plugin.
£ Services
_ O Auto %
Captive Portal < Renewal
Enable automatic renewal for certificates to prevent expiration. This will add a cronjob to the system. You
DHCPv4 @ may want to customize the cronjob schedule to your needs, because re-issueing a certificate may lead to a
DHCPVE @ short downtime, depending on the selected validation method and service.
'
Dnsmasq DNS » O Let's Encrypt Production Environment [default] -
Environment
Dynamic DNS » Choose Let's Encrypts staging environment when using it for the first time or while testing new validation
(T FEieareT U methods. 'I.'Te stagil.ﬂg environment o.ffers |'e.lm<e: rate limits. . o
NOTE:Certificates signed by the staging environment are NOT valid. You need to forcefully re-sign (or
Let's Encrypt * delete and re-create) them after switching from staging to production environment.
Settings © HAProxy O
Integration o o . )
Accounts Enable automatic integration with the OPNsense HAProxy plugin. Requires that the OPNsense HAProxy
plugin is installed. This will automatically add the required backend, server, action and ACL for you. You
Validation Methods . . . .
just need to select your HAProxy frentend when configuration the certificate or validation methed.
Certificates NOTE:This will only work for HTTP-01 validation and HAProxy frontends running in http mode; TCP
frontends are not supported.
Automation
_ O Log Level normal .
Log File
Monit m Specifies the log level for acme.sh, default is "normal™ All other log levels add infermation for debug
purposes, but be aware that this will break the log formatting in the GUI. Levels "debug 2" and "debug 3"
Network Time @ ; ; ; i -
log successively deeper log messages from the acme.sh including messages from DNS-01 DNSAPI scripts.
OpenDNS »
Router Advertisements @
Apply Test Config Reset acme client
Unbound DNS »

2. Dans Services - Let's Encrypt = Account, créer un compte avec votre adresse email pour
recevoir les éventuelles alertes

Edit Account
D advanced mode full help
@ Enabled +
Enable this account
@ Name

cer‘tbotaccounﬂ

Name to identify this account.

© Description

Description for this account.

© E-Mail Address emailblablabla@makeitsimple.be

Optional e-mail address for this account.

3. Dans Services - Let's Encrypt —» Validation Method, créer une nouvelle méthode
1. L'activer
2. Choisir le challenge type DNS-01
3. Dans DNS-Service j'ai utilisé OVH, Kimsufi, soyoustart, a adapter selon vos besoins
4. Se rendre sur https://api.ovh.com/createToken/ et
1. Choisir validity = unlimited
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2. Rajouter des droits pour:
1. GET : /domain
2. POST : /domain
3. PUT : /domain
4. DELETE : /domain
5. GET : /domain/*
6. POST : /domain/*
7. PUT : /domain/*
8. DELETE : /domain/*
9. Puis créer les clés
5. Encoder les clés créées sur OVH et les insérer dans le formulaire

Edit Validation Method

‘Ladvanced mode full help
€ Enabled [

Enable this validation
@ Name

certbot
Mame to identify this validation.

© Description

Description for this validation.

@ Challenge Type DMS-01

Set the Let's Encrypt challenge type. You'll have to add
configuration far the selected challenge type below.

DNS-01
€ DNS Service OWH, kimsufi, soyoustart and runabove AP| -
O 5Sleep Time 120
The time in saconds to wait for all the TET records to take effect
aftar adding them to the DNS AP, Defaults to 120 seconds.
OVH

O Application Key

% Application Secret

@ Consumer Key

@ Endpoint ovh-eu
Spacify the OYH endpoint, i.e. ovh-eu, ovh-ca, kimsufi-
eu, ete. Please refer to the acme.sh decumentation for
further information.

Cancel Sawve

4. Dans Services - Let's Encrypt - Certificate, créer un nouveau certificat
1. L'activer en cliquant sur Enabled
2. Donner le nom du host dans CommonName
3. Choisir le compte dans LE Account précédemment créé
4. Choisir le Validation Method

makelTsimple wiki - https://wiki.makeitsimple.be/


https://wiki.makeitsimple.be/lib/exe/detail.php?id=reseau%3Aopnsense%3Aletsencrypt&media=reseau:opnsense:pasted:20200224-095604.png

Last update: 2021/06/20 09:40 reseau:opnsense:letsencrypt https://wiki.makeitsimple.be/doku.php?id=reseau:opnsense:letsencrypt

Edit Certificate

full help

Certificate Options

€ Enabled |

&l

Enable thiz certificata

€ Common Name

Commaon Mame |CN) for this certificate.

€% Description
Description for this certificate.

ALt Names
Q Clear Al
Configure additional names that should be part of the certificate,
i.e. www.example.com or mail.example.com. Use TAB key to
complete typing a FQDN.
NOTE:You need to forcefully re-issue the certificate if you change
"Alt Names" after the certificate was signed by the Let's Encrypt
Authority! Use the "issue” button in the Commands column in this
case

Let's Encrypt Settings

e Certbot account -

Set the Let's Encrypt account to use far this certificate.

© Validation Method certbat T

Set the Let's Encrypt validation methaod for this certificate.

© Auto Renewal

[«

Enable autamatic renewal for this certificate to pravent expiration.

¥ Renewal Interval &0

Specifies the days to renew the cert. The max value is 60 days.

5. Appuyer sur Save
6. Générer un nouveau certificat en cliquant sur ISSUE/RENEW

O Lobby i , .
s Eeporting Services: Let's Encrypt: Certificates
B System y
& e Certificates ‘
& Firewall
@ VPN
o Services () Enabled  common Name Multi-Domain (SAN} Description Issue/Renewal Date Last Acme Status
Captive Portal 4 O = 23/02/2020 308:37:45 oK
DHCPv4 @
DHCPVG L]
Dnsmasq DNS L3
Dynamic DNS L
Intrusion Detection 0
TSR . Issue/Renew Certificates Now
— Use the Issue/Renew button to let the acme client automatically issue any new certificate and renew existing certificates [only f required]. If you want to only issue/renew or revoke a single certificate, use the b

certificate, even ifit is not required. The process may take some time and thus will run in the background, you will not get any notification in the GUI. Use the log file to monitor the progress and to see erro
Accounts

Une fois créé, on peut changer le certificat dans System - Trust - Certificates Il est possible d'aller
plus loin en langant via automation un restart
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